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Copyright © State of Western Australia 2014  
All material is the copyright of the State of Western Australia. Permission is not given for any 
commercial use or sale of this material. No part of the contents of the publication may be reproduced 
by any process, electronic or otherwise, distributed, adapted, broadcast, performed in public or 
communicated to the public without the written consent of Department of Environment Regulation, 
except as permitted under the Copyright Act 1968.  

Disclaimer  
This is an internal document and should not be released to external parties without instruction by the 
Director General, Department of Environment Regulation.   

The information contained in this document is provided by Department of Environment Regulation in 
good faith. However, there is no guarantee of the accuracy of the information contained in this 
document and it is the responsibility of users to make their own enquiries as to its accuracy, 
currency, relevance and correctness.  

The State of Western Australia and Department of Environment Regulation and their servants and 
agents expressly disclaim liability, in negligence or otherwise, for any act or omission occurring in 
reliance on the information contained in this document, or for any incident or consequential loss or 
damage of such act or omission.  

The State of Western Australian is committed to providing quality information and has made every 
attempt to ensure the accuracy, currency, reliability and correctness of the information contained in 
this document. However, changes in circumstances and legislation after the time of publication may 
impact on the correctness or quality of this information.  

In addition the accuracy, currency, reliability and correctness of links or references to information 
sources referred to or provided by third parties is outside the control of State of Western Australia 
and it is therefore the responsibility of the user to make their own decisions on information found on 
those external sites. Confirmation of any of the information provided in this document may be sought 
from the relevant originating bodies or the department providing the information; however, users of 
this material should verify all relevant representations, statements and information with their own 
professional advisers.  

The State of Western Australia and Department of Environment Regulation reserve the right to 
amend the content of this document at any time without notice.  

Questions regarding this document should be directed to:  
Department of Environment Regulation 
Locked Bag 33 Cloisters Square  
PERTH  WA  6850 
Phone: +61 8 6467 5000 
Email: info@der.wa.gov.au  
 
 
 
Accessibility: 
This document is available in alternative formats and languages on request. 

  

  

mailto:info@der.wa.gov.au


 
 
Department of Environment Regulation 

ii NPI WA – Commercial confidentiality guideline 2015 

 
Contents 
 

Purpose ........................................................................................................................ 1 

1. Introduction ........................................................................................................... 1 

2. Legislative mechanisms in Western Australia ................................................... 2 

2.1 Operation of the FOI Act (WA) ........................................................................................ 2 

2.2 Relevance of the FOI Act (WA) to claims of commercial confidentiality  
 under clause 24 of the NPI NEPM .................................................................................. 3 

3. Obligations of the claimant .................................................................................. 4 

3.1 Where should you send your claim of commercial confidentiality? .................................. 4 

4. Guiding principles for claims of commercial confidentiality ............................ 4 

5. When won’t a claim be eligible for confidentiality? ........................................... 4 

6. How to make a claim ............................................................................................ 5 

7. Assessment of your claim ................................................................................... 5 

7.1 Criteria for assessing claims ........................................................................................... 5 

7.2 Receipt of claim .............................................................................................................. 6 

7.3 Handling information ....................................................................................................... 6 

7.4 Commercial recommendation regarding claim ................................................................ 6 

7.5 Assessment of public interest ......................................................................................... 7 

7.6 Decision.......................................................................................................................... 7 

7.7 Review of claims ............................................................................................................. 7 

7.8 Additional reporting of data ............................................................................................. 8 

 
Appendices .................................................................................................................. 9 

Appendix A ....................................................................................................................... 9 

Appendix B ..................................................................................................................... 14 

Appendix C ..................................................................................................................... 17 

 

  



 
 
Department of Environment Regulation 

1 NPI WA – Commercial confidentiality guideline 2015 

Purpose 
This document is provided as a guide to facilities that are required to report under the 
National Environment Protection (National Pollutant Inventory) Measure (NPI NEPM).  
It sets out the processes and steps needed to make a claim for non-disclosure of 
information on the basis that the information contains commercially sensitive 
information. 

1. Introduction 
This document provides guidance as to the criteria to be used by the Department of 
Environment Regulation in Western Australia (DER) when assessing claims for non-
disclosure of commercially sensitive information relevant to facilities in Western 
Australia. Each state and territory in Australia will have different legislation and/or 
procedures for assessing claims for non-disclosure of commercially sensitive 
information. While the general principles are likely to be consistent with those reflected 
in this document, it is important that the claimant has facilities in other states or 
territories, and that the claimant reviews and is guided by the legislation/procedure 
relevant to the State and/or Territory in which the facilities are located. 
Details of relevant government agencies in other States and Territories, and their 
contact details, can be found on the NPI website www.npi.gov.au. 
Your claim for non-disclosure of commercially sensitive information will be assessed 
by DER in accordance with the procedure outlined in this document.  
As an occupier of a reporting facility, you must provide to DER the NPI emissions data 
for the relevant facility, along with any claim for non-disclosure of commercially 
sensitive information, by 30 September of each reporting year (i.e. submitting a 
claim for non-disclosure of commercially sensitive information does not exempt you 
from reporting your emissions data; the data will be relevant to DER’s assessment of 
your claim). As the claimant, you must provide certain minimum information as 
outlined under the section “Guiding principles for claims of commercial confidentiality” 
of this document.  
Details of emissions where a claim for non-disclosure of commercially sensitive 
information is successful will not be made available to the public. Details of emissions 
where a claim for non-disclosure of commercially sensitive information is disallowed 
will be made available to the public. Information supplied in support of a claim for non-
disclosure of commercially sensitive information may be exempt under the Freedom of 
Information Act 1992 (WA) (FOI Act (WA)) if it also contains information which is 
exempt under that Act. Section 2 of this document includes information about the 
operations of the FOI Act (WA) and its operation in Western Australia.  
Applicants should note that there is a public interest element in the publication of 
information concerning emissions of substances on the NPI. Claims that the 
information provided should not be disclosed will be weighed against this public 
interest. This approach is consistent with the relevant provisions under the FOI Act 
(WA) where an exemption is claimed on the grounds that it is commercial or business 
information under clause 4 of Schedule 1 of the FOI Act (WA).  
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2. Legislative mechanisms in Western Australia 
The NPI NEPM provides that unless there is an existing law in Western Australia 
which regulates how DER is to handle a claim by an occupier of a reporting facility that 
particular information should not be disclosed on the grounds of commercial 
confidentiality, then such a claim is to be dealt with in accordance with subclause 3 
and 4 of clause 24 of the NPI NEPM. 
Under clause 24 of the NPI NEPM, the principles for dealing with such claims are: 
1. the occupier is to justify the claim for confidentiality to the state or territory 

concerned; and 
2. the state or territory is to weigh the interest of the occupier against the public 

interest in disclosure of the information. 
Because Western Australia does not have legislation specifically regulating how DER 
is to handle a claim by an occupier of a reporting facility, that particular information 
should not be disclosed in accordance with the NPI NEPM on the grounds of 
commercial confidentiality. DER will deal with such claims in accordance with the 
principles set out above. 
This document provides guidance to the occupiers of reporting facilities as to matters 
that DER will have regard to when assessing the claim for confidentiality and weighing 
the interest of the occupier against the public interest. 
While Western Australia does not have specific legislation regulating how DER is to 
handle a claim of commercial confidentiality by an occupier of a reporting facility when 
reporting under the NPI NEPM, the FOI Act (WA), which regulates how DER is to 
administer applications made by the public for access to information held by DER, 
provides some guidance as to how DER may consider claims for commercial 
confidentiality by persons required to report under the NPI NEPM. 
Please note that other than providing guidance as to the matters which may be 
considered in relation to claims for commercial confidentiality by persons required to 
report under the NPI NEPM, the processes and procedures under the FOI Act (WA) 
will not apply unless an application is made under that Act for access to this same 
information. 
Following is a brief summary of the operation of the FOI Act (WA) and its relevance to 
how DER will deal with claims of commercial confidentiality. 
 

2.1 Operation of the FOI Act (WA) 
The FOI Act (WA) was introduced in 1992. The purpose of the FOI Act (WA) is to 
enable the public to participate more effectively in the governing of the State and 
making persons and bodies responsible for the governing of the State more 
accountable. The FOI Act (WA) achieves these objects by creating a general right of 
access to government documents and requiring that certain documents about 
government operations be made available. 
Importantly, nothing in the FOI Act (WA) is intended to discourage the publication or 
giving of access to information, including documents containing exempt information, 
otherwise than under the Act, if that information can properly be given, or is permitted 
or required to be given. Accordingly, DER has a discretion to give access to 
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information which may fall within one of the exemptions provided for under Schedule 1 
to the FOI Act (WA). 
Subject to the FOI Act (WA), a person's right of access is not affected by any reasons 
the person gives for wanting to obtain access or the agency's belief as to the person's 
reasons for wishing to obtain access. There are however provisions in the FOI Act 
(WA) for managing nuisance-type applications. 
The exemption clauses in Schedule 1 to the FOI Act (WA) and the various related 
provisions elsewhere in the FOI Act (WA) are each clearly designed to protect certain 
public interests by enabling agencies to withhold from disclosure documents which, if 
disclosed, could demonstrably harm that particular public interest. 

 
2.2 Relevance of the FOI Act (WA) to claims of commercial 
confidentiality under clause 24 of the NPI NEPM 
The exemption from the public right of access to information under the FOI Act (WA) 
which may be relevant to information required to be reported under the NPI NEPM, is 
the commercial or business information exemption referred to in clauses 4(1), (2) and 
(3) of Schedule 1 of the FOI Act (WA). 
Clauses 4 (1), (2) and (3) of Schedule 1 of the FOI Act (WA) provide that information 
is exempt if the information would reveal trade secrets, the information has 
commercial value and the disclosure of that information could reasonably be expected 
to destroy or diminish that commercial value. Further, information is exempt if its 
disclosure would reveal information about the business, professional, commercial or 
financial affairs of a person and the disclosure of the information could reasonably be 
expected to have an adverse effect on those affairs or to prejudice the future supply of 
information of that kind to the government or an agency. 
Information about the business, professional, commercial or financial affairs of a 
person is not exempt under clause 4 of Schedule 1 of the FOI Act (WA) if its 
disclosure would, on balance, be in the public interest. 
The person claiming this type of exemption will need to demonstrate that: 
1. the information falls within one of these exemptions; 
2. where it is claimed that the information has commercial value, the commercial value 
 is diminished; 
3. where it is claimed that the information is about the business, professional, 
 commercial or financial affairs of a person, the release could reasonably be 
 expected to have an adverse effect on those business, professional, commercial or 
 financial affairs; 
4. the expectations are real and substantial, and not speculative, a mere possibility or 
 risk; and 
5. where it is claimed that the information is about the business, professional, 
 commercial or financial affairs of a person, the disclosure is not in the public 
 interest. 
Decisions of the Information Commissioner involving this exemption can be found at 
http://www.foi.wa.gov.au/dnn/en-au/decisions.aspx 
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3. Obligations of the claimant 
DER has the responsibility for meeting timelines for the provision of the NPI 
information and also for assessing claims for non-disclosure of commercially sensitive 
information in a consistent, transparent and timely manner. 
Persons wishing to claim the non-disclosure of commercially sensitive information 
required for NPI reporting are therefore required to make a claim for the exemption 
and to provide the necessary supporting documentation to enable DEC to determine 
the merits of the non-disclosure claimed. 
To facilitate the timely consideration of claims for non-disclosure of commercially 
sensitive information, claims should be lodged by 30 September of each reporting 
year. 

3.1 Where should you send your claim of commercial 
 confidentiality? 
Claims for the non-disclosure of commercially sensitive information should be initiated 
using the form attached to this guideline and must be sent with all supporting 
documentation to the Executive Director, Strategic Policy and Programs at DER. 
 

4. Guiding principles for claims of commercial 
confidentiality 

Information required by the NPI may be determined as commercially confidential if: 

• the occupier of a facility required to report under the NPI submits a claim relating 
to NPI data; 

• public release of that data required by the NPI could reasonably be expected to 
have significant adverse impacts on the commercial interests of the provider of 
that information; 

• the damage to commercial interests outweighs the public interest in publication of 
that information on the risk (in terms of environmental and human health impacts) 
which the information would convey; and  

• the information is not available elsewhere in the public domain. 

 

5. When won’t a claim be eligible for confidentiality? 
Information that has previously been made available lawfully to the public will not be 
eligible for protection as confidential information. Examples of information in the public 
domain include: 

• books and articles; 

• non-confidential submissions; 

• material safety data sheets; 
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• information in the public domain which allows emissions type information to be 
derived; 

• presentation of material at conferences, meetings and other public forums; and 

• information that has previously been released under FOI legislation. 
 

6. How to make a claim 
If you wish to make a claim for the non-disclosure of commercially sensitive 
information that you are otherwise required to report to the NPI, please complete the 
claim form at Appendix A. The form and all supporting documentation should be 
submitted with the emission data to which the claim relates, by 30 September of each 
reporting year. 
Each claim should be: 

• complete and contain reasonable evidence to support the claim; and 

• relevant to the NPI in that it seeks protection of commercially sensitive information 
related to data required by the NPI. 

Late claims for the non-disclosure of commercially sensitive information will not be 
accepted as all emissions data processing must be finalised by the deadline of 31 
December of each year for the State Government to submit all WA NPI reports to the 
Commonwealth. 
The procedure for submitting a claim for the non-disclosure of commercially sensitive 
information is as follows: 
1.  Provide details of the location of your facility and contact officer under Section 1 of 
 the Claim Form. 
2. Provide relevant information to support your claim for the non-disclosure of 
 commercially sensitive information referred to in Section 2. Please complete 
 Section 2 for each item of commercially sensitive information for which you claim 
 an exemption from disclosure. It is in your interests to provide as much supporting 
 information as possible to assist with the assessment of your claim. The veracity 
 of your claim can only be determined from the supporting documentation and 
 submission; accordingly, it is in your interest to ensure that you comprehensively 
 address the questions raised in the claim form. 
 

7. Assessment of your claim 
7.1 Criteria for assessing claims 
In assessing a claim for the non-disclosure of commercially sensitive information, DER 
will apply the criteria set out at Appendix B. These criteria are intended to establish: 

• the existence of valuable commercially sensitive information; 

• the likelihood that the commercially sensitive information would be compromised by 
the publication of the NPI data; 
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• whether failure to disclose the information would compromise the protection of the 
environment or public health; and 

• whether the benefits of having public access to the information outweigh the 
potential for damage to the commercial interest. 

Appendix B outlines the criteria, how they are assessed and the process that DER will 
use in making a decision. Applicants lodging claims for commercial confidentiality 
should be aware that the greater the hazard with emissions of a substance, the 
greater the public interest in having disclosure of that information. 

 
7.2 Receipt of claim 
DER will provide written acknowledgment of receipt of the claim. Before assessing the 
claim, DER will examine the claim and determine whether it provides detailed 
information of the type and nature required for a reasonable assessment. 
If your claim does not satisfy the minimum standards for consideration, DER will notify 
you in writing to advise that, unless further evidence is provided or relevance 
displayed, the claim cannot be properly assessed, and your data will be provided to 
the NPI database. 
All claims will be determined within such time as to allow the submission by DER of 
NPI data to the Commonwealth by 31 December of that year. 

 
7.3 Handling information 
All data submitted with a claim for the non-disclosure of commercially sensitive 
information will be treated as confidential until DER decides otherwise. On receiving a 
claim, DER will: 

• advise the claimant of receipt of the claim; 

• securely store all unresolved claims and information; 

• securely store all material relating to successful claims; and 

• securely store all supporting material (but not the NPI data) relating to unsuccessful 
claims. 

 
7.4 Commercial recommendation regarding claim 
The analysis of a claim against the criteria will result in either a recommendation that 
the claim should be disallowed, or that it should be accepted. Claims that are 
disallowed on commercial grounds do not need any analysis of public interest. 
Claims that are accepted on commercial grounds also require a recommendation as to 
whether all data on the claim should be withheld or whether generic data should be 
advised to the NPI. In either case, the recommendation is subject to further 
consideration to assess the level of protection against public interest issues. 
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7.5 Assessment of public interest 
Once a claim has been accepted on commercial grounds, the public interest will be 
assessed. DER will then establish the public interest associated with the reportable 
data and decide what, if any, data on the emission is to be released. 
Where DER is satisfied that the information claimed as commercially confidential is 
important for the protection of the environment or public health, and the public interest 
in disclosure outweighs the commercial interest, a decision can be made to disclose 
the information. In other words, a claim, which is recommended for acceptance on 
commercial grounds, may be disallowed on public interest grounds. 
Alternatively, DER may decide that the public interest would be met by the release of 
generic information so that the specific substance identified would be protected. The 
group could relate to a generic chemical classification (such as a ‘xylene’, ‘ether’ or 
‘volatile organic compound’) or it could convey risk-related information with a label 
such as an ‘organic toxin’ or a ‘potential carcinogen’. In cases where only the specific 
identity of the substance will be withheld, all other information related to quantities 
emitted will be made publicly available. 
Jurisdictions will share and exchange generic information on assessment of claims for 
commercial confidentiality, with the intention of encouraging consistency of approach 
across the different jurisdictions. 
 

7.6 Decision 
The Chief Executive Officer of DER will ensure that any claims for the non-disclosure 
of commercially sensitive information will be determined and the claimant will be 
informed in writing of the decision, and will be given the opportunity to make 
representations regarding the decision, before the data is submitted to the 
Commonwealth. 
The following reporting actions will then be taken: 

• Disallowed claims: the specific emission data will be reported to the NPI 
database. 

• Successful claims: specific identification of emissions will not occur. Having 
regard to both commercial and the public interest associated with the reportable 
data, DER will decide either that generic data on the emission can be reported or 
that no data will be reported. 

An example of a claim for the non-disclosure of commercially sensitive information is 
at Appendix C. 

 
7.7 Review of claims 
It is expected that, having granted a claim for confidentiality, DER will periodically 
review the claim. This will involve the setting of a time limit on the grant with the 
claimant having to re-apply once the time limit is up. 
Claims will normally be reviewed every two years. 
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7.8 Additional reporting of data 
DER will report on its determinations on claims as part of its contribution to the NEPC 
annual report on implementation of the NPI. DER will provide: 

• a statement of the number of confidentiality claims received and the number 
granted; and 

• a statement including the names of those facilities granted confidentiality status, 
general location or region of that facility, any information about the chemical 
included on the NPI database, date for review of claim and any other action taken 
by DER. 
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Appendices 
Appendix A 
COMMERCIAL-IN-CONFIDENCE CLAIM FORM 
If you wish to claim commercial confidentiality regarding any information that you are 
required to report to the NPI, please complete this questionnaire. If you have more 
than one piece of information for which you wish to claim commercial confidentiality, 
you may need to fill out more than one claim form. 
Section 1 Your facility 
Name……………………………………………………………………………………. 
Street address…………………………………………………………………………. 
…………………………………………………………………………………………… 
City/Suburb........................................... State............. Postcode.................. 
ACN................................................. ABN…………....................................... 
Postal address 
.................................................................................................................... 
City/Suburb.......................................... State............. Postcode................... 
Contact officer................................................ Telephone............................. 
E-mail ……………………………………………………………………………………. 
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Section 2 Information supporting claim 
The information on emissions for which you are claiming commercial confidentiality 
must be reported as part of your NPI return and this claim must be attached to that 
reporting form. If your claim is successful, the specific details of the emission will not 
be reported. 
You should provide answers to the questions below and substantiate them with any 
evidence you have available. The value of the information you wish to protect will be 
established by your answers to the questions. Note: it is possible that the information 
you are seeking to protect is different, though related, to the information that you are 
required to provide in your reporting form. To assist this we will now call the 
information you are seeking to protect commercially sensitive information. 
Regardless of whether your claim is successful or not the supporting information about 
the commercially sensitive information will be treated as commercial-in-confidence. 
Questions 
1. What NPI substance(s) does this form relate to? 
…………………………………………………………………………………………………… 
.…………………………………………………………………………………………………... 
……………………………………………………………………………………………………. 
……………………………………………………………………………………………………. 
……………………………………………………………………………………………………. 
2. Briefly list the reasons why commercial confidentiality is claimed for any of the 
information you are required to report. (Note: detriment arising from any liability due to 
the emission of a listed pollutant, or detriment arising from loss of public confidence in 
the company arising from community knowledge of such a pollutant emission, are not 
grounds for seeking commercial confidentiality.) 
……………………………………………………………………………………………………. 
……………………………………………………………………………………………………. 
……………………………………………………………………………………………………. 
……………………………………………………………………………………………………. 
……………………………………………………………………………………………………. 
……………………………………………………………………………………………………. 
……………………………………………………………………………………………………. 
……………………………………………………………………………………………………. 
……………………………………………………………………………………………………. 
……………………………………………………………………………………………………. 
3. Has the commercially sensitive information been patented? 

Yes    /    No 
Patent number: ………………………………………………………………………………… 
Patented by: ……………………………………………………………………………….…... 
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4. Has this commercially sensitive information been previously assessed as having 
commercial confidentiality? 

Yes    /    No 
If ‘Yes’, then by whom and when? 
……………………………………………………………………………………………………. 
……………………………………………………………………………………………………. 
……………………………………………………………………………………………………. 
……………………………………………………………………………………………………. 
What was the outcome? 
……………………………………………………………………………………………………. 
……………………………………………………………………………………………………. 
Is this commercially sensitive information being assessed as having commercial 
confidentiality for the NPI under any other jurisdiction? 

Yes    /     No 
If ‘Yes’, by whom? 
……………………………………………………………………………………………………. 
……………………………………………………………………………………………………. 
5. What commercial advantage has arisen from application of this commercially 
sensitive information in your business? 
……………………………………………………………………………………………………. 
……………………………………………………………………………………………………. 
……………………………………………………………………………………………………. 
……………………………………………………………………………………………………. 
……………………………………………………………………………………………………. 
 
6. What actions have you taken to prevent the disclosure of the commercially sensitive 
information? 
……………………………………………………………………………………………………. 
……………………………………………………………………………………………………. 
……………………………………………………………………………………………………. 
……………………………………………………………………………………………………. 
……………………………………………………………………………………………………. 
7. Has the commercially sensitive information, or the information for which you are 
claiming confidentiality, ever been disclosed to any other person, (other than to 
another person bound by confidentiality either through employment by you, by a 
professional relationship, or as an officer of a government authority), or released in 
any public report (e.g. an environmental impact assessment)? 
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……………………………………………………………………………………………………. 
……………………………………………………………………………………………………. 
……………………………………………………………………………………………………. 
……………………………………………………………………………………………………. 
……………………………………………………………………………………………………. 
8. To the best of your knowledge is the information that the NPI requires of you, or the 
commercially sensitive information, already available through other public sources? 

Yes    /    No 
9. To the best of your knowledge, has any other similar information been made public? 

Yes    /    No 
The next set of questions relates to the information for which you are claiming 
confidentiality. 
10. Explain how the data provided to the NPI is commercially sensitive. 
……………………………………………………………………………………………………. 
……………………………………………………………………………………………………. 
……………………………………………………………………………………………………. 
……………………………………………………………………………………………………. 
……………………………………………………………………………………………………. 
11. Demonstrate how a competitor could use information on emissions of the NPI-
listed substance to find out about the commercially sensitive information or for 
commercial advantage. 
……………………………………………………………………………………………………. 
……………………………………………………………………………………………………. 
……………………………………………………………………………………………………. 
……………………………………………………………………………………………………. 
……………………………………………………………………………………………………. 
12. Give reason why it would not be in the public interest to release this information. 
……………………………………………………………………………………………………. 
……………………………………………………………………………………………………. 
……………………………………………………………………………………………………. 
……………………………………………………………………………………………………. 
……………………………………………………………………………………………………. 
13. Please provide any further comments or information supporting your claim of 
commercial confidentiality. 
……………………………………………………………………………………………………. 
……………………………………………………………………………………………………. 
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……………………………………………………………………………………………………. 
……………………………………………………………………………………………………. 
……………………………………………………………………………………………………. 
……………………………………………………………………………………………………. 
……………………………………………………………………………………………………. 
……………………………………………………………………………………………………. 
……………………………………………………………………………………………………. 
……………………………………………………………………………………………………. 
……………………………………………………………………………………………………. 
……………………………………………………………………………………………………. 
……………………………………………………………………………………………………. 
……………………………………………………………………………………………………. 
……………………………………………………………………………………………………. 
……………………………………………………………………………………………………. 
……………………………………………………………………………………………………. 
Section 3 Declaration 
I certify that the information contained in this form is, to the best of my knowledge 
having undertaken all reasonable enquiries, true and correct. 
I have not knowingly withheld any information pertinent to this claim. 
Company Director or Office Bearer claiming confidentiality: 
Signature: ……………………………………………… 
Name: …………………………………………………... 
Title: ……………………………………………………. 
Date: ……………………………………………………. 
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Appendix B 
CRITERIA TO BE APPLIED IN ASSESSING CLAIMS FOR 
COMMERCIAL CONFIDENTIALITY UNDER THE NPI NEPM 
Detriment arising from any liability due to the emission of a listed pollutant, or 
detriment arising from loss of public confidence in the company arising from 
community knowledge of such a pollutant emission, is not grounds for seeking 
commercial confidentiality status. The following criteria will be used to assess claims 
for confidentiality of NPI data. 
1. Establishing value 
In evaluating the claim, DER will ascertain whether the commercially sensitive 
information is valuable. Criteria for establishing the value of the commercially sensitive 
information will include: 
1. Has the commercially sensitive information relating to the claim been: 

• patented or copyright protected; 

• granted or rejected a commercial confidentiality status by another body or country; 
or 

• sold as goods to another facility/business? 
2. Has the owner identified a dollar value for the commercially sensitive information 
 and is this an accurate figure? The criteria for accuracy will vary from case to case 
 but tests could include: 

• dollars spent in developing/ buying the commercially sensitive information; or 

• profit/competitive advantage arising from application of the commercially sensitive 
information. 

3. What other steps the owner of the commercially sensitive information has taken to 
 protect it? Steps could include: 

• having taken action (documented) against previous attempts to acquire the relevant 
commercially sensitive information; or 

• security vetting employees who are using or know of the commercially sensitive 
information. 

4. Is the commercially sensitive information or information similar to (i.e. has the same 
 effect on the market as) the commercially sensitive information  known outside the 
 owner's business? The assumption is that if the market already has access to the 
 commercially sensitive information then it is not really a secret and as such further 
 disclosure would not diminish the value of the ‘commercially sensitive information’.  
 
This should be established, with due discretion by; 

• a search of relevant datasets (publications etc) for the commercially sensitive 
information; or 

• advice from other and overseas organisations as to whether similar claims have 
been sought. 

5. How easy or expensive might it be for others to acquire the information? 
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2. Establishing relevance 
Having reached a decision as to the value of the commercially sensitive information 
claimed, DER will apply the following criteria to determine whether the data released 
under the NPI is in any way relevant to the commercially sensitive information: 
1. Is it possible that the commercially sensitive information of value will be disclosed 
 by reporting under the NPI? For example: 

• Would it be practicable for competitors to reverse engineer NPI data to deduce the 
commercially sensitive information? One means of addressing this criterion is to 
compare the cost to reverse engineer NPI data to the cost of developing the 
commercially sensitive information; or 

• Are the data relating to the claim usual for a reporting facility of that type, and would 
disclosure of the data on the NPI database and subsequent publications therefore 
actually indicate the potential existence of commercially sensitive information? or 

• Are the data relating to the claim so unusual for a reporting facility of that type that 
even releasing them in generic form would compromise the commercially sensitive 
information? 

2. Assuming that commercially sensitive information would be disclosed by the NPI, it 
 will be established as to what degree this would degrade the commercially sensitive 
 information, i.e. the actual loss that would arise. Analysis of the validity of the claim 
 can result in two recommendations on commercial grounds: 

• that all information relating to the emission be withheld from the NPI; or 

• that only generic information is released to the NPI. 
 
Public interest 
If a claim for commercial confidentiality is assessed as being valid, DER will then 
establish the public interest associated with the reportable data on the specific 
emission and decide what, if any, data on the emission are to be released. 
Public interest is not a static concept and will need to be assessed by DER. Public 
interest issues, which may be relevant, include: 

• the nature and seriousness of any potential hazards associated with the substance 
involved; 

• whether failure to disclose the specific information would compromise either the 
protection of the environment or public health; 

• whether the release of generic information would suffice to make the public aware 
of any potential hazard; 

• the location of the emission relative to populated areas; and 

• whether the benefits of having public access to the information outweigh the 
potential for damage to the commercial interest. 
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Decision 
Based on both the commercial and public interest considerations DER will make a 
decision on the confidentiality of the information. Three decisions are possible: 
Disallow the claim 
• Release all information on the specific substance and quantity being emitted to the 

NPI. 
Accept the claim 
• Release only generic identification and quantity data to the NPI; or 

• Release no data on either the type or quantity of the substance being emitted. 
DER is then responsible for informing the claimant of its decision. This will be done 
within 45 days of receipt of the claim. 
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Appendix C 
EXAMPLE OF A REPORTING FACILITY SUBMISSION CLAIMING 
COMMERCIAL-IN-CONFIDENCE STATUS 
This example illustrates the process and criteria set out in this document: 
A jurisdiction receives a reporting form from a large reporting facility. The form 
addresses emissions for eight different substances. Attached to the reporting form is a 
claim for confidentiality relating to one substance. 
Receipt – The substance is a known carcinogen used by the reporting facility as a 
catalyst in a new process. The process enables the reporting facility to produce a 
product at a significantly reduced cost and is considered by the reporting facility to be 
valuable commercially sensitive information. You are required to report emissions of 
the substance as data in the NPI database. 
The jurisdiction acknowledges receipt of the claim and then proceeds to apply the 
criteria with the following results: 
Criteria 
1. Value: 

1.1 the commercially sensitive information claim has been granted commercial 
 confidentiality in the USA and by another Australian jurisdiction; 
1.2 significant company resources were spent to develop the commercially 
 sensitive information. The information has resulted in a competitive edge, 
 which has translated to an increased profit of 25 per cent per year; 
1.3 the reporting facility does take steps to ensure only certain, trusted, 
 employees know the commercially sensitive information; 
1.4 no information is found to indicate the development of similar commercially 
 sensitive information elsewhere; and 
1.5 a recent journal article indicates that process improvements of the kind that 
 the commercially sensitive information relates to are difficult to duplicate 
 and are not being pursued. 

2. Relevance: 

2.1 NPI information would result in the reporting of a substance whose use as a 
 reagent/catalyst is not common in the specific process. This would attract 
 interest and allow a competitor to explore this commercially sensitive 
 information (1. 5 above suggests competitors would be very interested); and  
2.2 If the information was made publicly available, a competitor could develop 
 the commercially sensitive information resulting in the loss of a significant 
 profit to the claimant and perhaps necessitating further expenditure to 
 regain a competitive edge. 

Validity 
The claim will be assessed as valid as it proves that the commercially sensitive 
information: 

• is valuable; 
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• has been handled as confidential; and 

• is also likely to be identified if specific emission data is released through the NPI. 
Public Interest 
The facility is located in a heavily industrialised zone. The substance is a known 
carcinogen and comes from a class of chemicals which all exhibit such properties. 
Thus, it is possible to conceal the exact identity of the substance while releasing 
sufficient generic identification to make the public aware of the nature of any potential 
hazard. 
Decision 
The specific identity of the substance (for which the claim was filed) will be withheld 
but in the public interest other information relating to the generic chemical grouping 
and quantities emitted, will be reported to the NPI.  
Data on emissions of the remaining seven substances from the facility will be reported 
in full. 
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